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Professional team
Our qualified personal
have been involved in
the telecom industry
for over 20 years

Modern technological base
To provide high quality
services, we use state of the
art platforms

Janacom has been active in the wholesale carrier market since 2007, pioneering and deploying IP based
voice termination services on a worldwide basis with most of the International Carriers. Today, Janacom
offers its carrier partners a single source for niche call termination to fixed and mobile networks by
leveraging its relationships with local partners and entities to provide a quality of service that is of the
highest standard

We are able to offer a high grade carrier service to our partners facilitated by:

* Carrier-grade TDM/VolP Core Switching Centre in USA, Frankfurt, and UK.

* Highest quality call termination by means of direct routes using vigilantly selected suppliers that are
actively managed with routing plans designed for all customer types.

* Tier 1's and MVNO's that are primarily quality driven and require advanced call features such as CLI and
Roaming.

+ Janacom generates over 20 million minutes monthly from its own Calling Card and MVNO that are present
in several countries including UK, Spain, Holland, Finland, Norway, USA, France and many others,

+ Janacom terminates over billion minutes per year to destinations carefully selected within our focus
regions. Suppliers are chosen based on strict criteria that meet tightly controlled quality and pricing
parameters.

* Driven by customer requirements and the demands of an ever changing telecoms market, Janacom opts
for suppliers that offer exclusivity and price advantageous routes to all the destinations and emerging
markets, giving particular focus to the Middle East, Africa, Asia, and Indian Sub-Continent. Choosing
Janacom as your preferred voice termination partner, standing by our core values such as Ethics and
Integrity, we will provide the best platform for your business to maximize profitability and minute growth,

sales@janacom.com www.janacom.com

Innovative approaches

The modern world requires
new discoveries, so we apply
revolutionary solutions.
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carriers around the world

minutes of international
traffic per year
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Keeping the Telcos up-to-date worldwide:

insights from key-role players for key-role players

Dear cc-Members and Partners,

On behalf of my team and Carrier
Community, | am glad to warmly
welcome you all to our 15th edition
of the GCCM MACAZINE — MIDDLE
EAST 2019 edition. Our magazine is
designed for the telecom world, made
for key-role players of the industry by
key-role players. The current issue
is especially dedicated to our 450+
Club Members in the Middle East
attending our 6th annual MIDDLE
EAST 2019 GCCM —Oman on on 25-
26 November 25-26 2019 hosted by
Diamond Lead Sponsor Omantel.
Our special gratitude goes also to
our Diamond Sponsor Xicomm;
our Gold sponsors Sigma Telecom,
Capital City Service and Qatama;
our Silver Sponsors Acmetel, Lanck
Telecom, Valuable and Qbr Telecom;
our Associate Sponsors Telebiz, WIS,
STC, Matrix, Nobel Telecom, Data
Access, Digitalk, Platin Telecom, and
Odine Solutions. Thank you for your
trust and support while attending our
conference and making it a success
together!

As in every GCCM event, our exclu-
sive executive panel sessions cover
relevant industry topics worldwide
and in the region. Our focusison the
challenges and opportunitiesin the
rapidly evolving mobile market of the
Middle East. We are very proud of the
level of the moderators and panellists
joining the sessions while supporting
us to further improve the content of
the event and sharing their views and
knowledge with the guests.

Most importantly, selected panelists
and global experts have contrib-

To become a member of Carrier Community, please visit: www.carriercommunity.com

uted to this edition of the magazine,
enriching it with current updates and
unigque expertise.

Our CC-TV service, launched last year
to enable community members to
share their company visions and latest
products within the commmunity, has
been very successful. We envision
CC-TV being the key place for mem-
berstowatch and learn from industry
experts and leaders. Therefore, we
have decided to share with our read-
ersour most enlightening interviews
in GCCM MACAZINE. Members can
propose and book interview slots at
the global CC- Events and via email
at:info@carriercommunity.com. You
can see our previous interviews at
https://carriercommunity.com/cc-tv/

Please visit the CC- Event Portal for
more information about upcoming
events at www.carriercommmunity.com

Thank you once again for your con-
tinuous support and trust and hope
to see you in our 2020 editions!

With best regards

Wida Schmidt
CEO at Carrier Community

VA

Carrier
Community

GLoBAL TeLecom CLuB

About Carrier Community

Carrier Community is an exclu-
sive global telecom club and
industry networking platform
for wholesale telecom service
providers, including Voice, Data,
SMS, Mobile, Datacenters, VAS,
MVNO, ISP, Cable Subsea, Tele-
house and other related sectors.
Since its launch our telecom club
has qualified more than 8500+
members, representing 2300+
operators from more than 130
countries. Our members occupy
C-Level, VP, Director and Man-
ager Positions at incumbent,
mobile and alternative and small
operators.

Carrier Community offers the
industry a meeting place where
members can share ideas, con-
tacts and business information.
Members have the possibility to
connect with their peers, have
access to latest industry news,
publish articles and advertise
their companies on the club
pubblications, attend various
members conferences globally
and other benefits.

Please visit different members
portals to learn more.

www.carriercommunity.com

To find out more about CC- Events around the world, please visit: https://carriercommunity.com/cc-events-calendar/
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The Professional Choice
for International Voice
and SMS Traffic

3B+ 1B+ 190+ 1,200+

minutes messages countries partners
terminated delivered covered worldwide
annually annually
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Messaging and Voice Industry Leading

Fraud Management System

e Direct interconnects with all major

<000

networks worldwide e Real-Time Signaling Level Protection

e Proprietary intelligent monitoring e Deep-Learning Algorithms

and routing management system e Proactive call and SMS firewall

o DIDs & Toll Free numbers . . .
e Customizable protection policy

e Routes trusted by the main industry players

LANCK

TELECOM Leading Global Wholesale Carrier Since 2001

lancktele.com



— Efficiency is the name of the game

believe today there is almost a

consensus that Digital Revolu-

tion still has a lot of return to give
to the humanity and will continue
to dramatically impact the busi-
ness world. The adoption of new
digital technologies as Cloud, lofT,
Blockchain, Gaming, Virtual and
Augmented Reality, Autonomous
Vehicles, and even Al under digi-
tal (there are some analysts that
believe that will work much better
under other models like Quantum
Computing) are still in the be-
ginning of the exponential curve
(especially if we consider a global
footprint) and will still change/dis-
rupt (and improve!) a lot the world
that we know nowadays.

The base of this digital transforma-
tion was when we, as users, started
to basically have the “power” in our
hands. The power to buy/sell/lease,
relate, make decisions, educate,
take care of our health, do busi-
ness in general, entertain and of
course, communicate as well. This
trend will not change for sure. We
can move from digital to quantum
or any other era, but the user/client
will still want to have this power in
their hands. There is no way back
on that. Actually, we want to im-
prove this capability and extend it
for as many other areas in our lives
as we can think of. We also want

those services to dramatically im-
prove quality and user experience
level in the end.

Trying to bring this consensus fu-
ture path to the Tech World, and
more specifically to the Infrastruc-
ture World (Data Centers and Tel-
ecommunications), it is clear that
this demand will still increase sig-
nificantly, but it is almost impossi-
ble to preview exactly in what pace
and how this demand growth will
challenge and impact those in-
dustries.

However,  talking specifically
about Data Centers, and based in
my observation of this industry for
more than 20 years, | have at least
3 points that | would like to high-
light regarding the future trends:

Considering the new technologies
technical architecture mentioned
before, | have strong reasons to
believe that both models will be
necessary and will increase and
coexist in the future. We can see
clearly that some technologies
(e.g. Clouds) need more a huge,
powerful and dense centralized
environment (Scale Data Centers)
while others like Gaming/VR/VA
also need powerful and dense
environments but latency is the

key point for their clients/users
(Edge Data Centers). We can also
observe that, for some of those
technologies, both models will be
equally relevant (e.g. Autonomous
vehicles, 1oT).

There is
also a clear trend on this subject.
The pressure on big consumers as
Data Centers providers will contin-
ue to increase. Our planet will not
endure all this predicted demand
growth without changing the en-
ergy matrix to majority usage of
renewable and sustainable sourc-
es of power as Hydroelectrical, Eo-
licand Solar.

This subject is more
open and, without neglecting the
previous themes, for me, the most
relevant one. Considering the
huge predicted growth and the
potential impacts (good and bad)
in mMany areas, it is impossible to
plan new projects without an ob-
sessive eye in this matter. The right
use of the traditional trinomial of
People, Technology and Process
is the key aspect to achieve the
necessary results. | would like to
highlight 2 special efficiency ap-
plications:

Automation, Main-
tenance and Al usage — The effort
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to operate 24x7 critical facilities is
not simple. But many tasks and
day by day activities are repetitive,
and can, in many cases, be pre-
dicted. The right use of technology
as Artificial Intelligence will help to
deeply understand the collected
data to promote improvements in
the level of automation and also to
be able to predict maintenance,
which can save a lot of effort in the
operations level and therefore a lot
of money as well.

In the same path
as Artificial Intelligence, we can
see some other new technologies
emerging to bring more efficien-
cy to Data Centers. Understanding
that Energy became the biggest
input in this industry, some new
technologies tackle exactly that
and try to make a lot of difference.
One, in particular, caught my eyes.
We can see today a huge im-
provement in some Cooling Sys-
tems, bringing PUE (Data Center
power usage efficiency metric) to
levels never achieved before (less
than 11 in some cases). This is ex-
tremely relevant because it can
make the site a lot more efficient
and sustainable and, in the same
way, bring a lot of savings to Data
Center providers and their clients.
This is particularly crucial consid-
ering regions like Latin America
and more specifically countries
like Brazil, one of the countries
with the biggest energy costs in
the world nowadays.

As a summary, digital transforma-
tion and new technologies adop-
tion are changing and disrupting
the world we know, and it is just
the beginning. As a consequence,
there are many opportunities to
be explored but the pressure on
the first layer of Infrastructure pro-
viders will constantly increase. The
ability to adapt and make the right
partnerships are key. The pres-
sure for the Data Center industry
specifically will also increase and
providers who are not prepared
to evolve and promote Efficiency
and Sustainability as part of the

company's DNA will probably not
be part of the next Data Center
providers generation. On the oth-
er side, the ones who know how
to address those points and im-
plement a model to perpetuate
that as a process, | am confident
that have no reasons to be afraid
of new eras and world transforma-
tions.

Marcelo Mendes
VP of Data Center Business Unit
at Globenet

Twenty years of Sales, Marketing,
Portfolio, Alliances, Business De-
velopment, Client, People, Rela-
tionship, General and P&L Man-
agement experience in large
multinational and start-up com-
panies in Technology segment,
working with business solutions,
products, services, hardware, soft-
ware, new technologies (Big Data,
Bl, Analytics, Cloud, Al, Blockchain),
outsourcing, BPO and consulting.

Significant experience building,
managing, developing and lead-
ing high-performance teams,
strategy plans, business turna-
rounds/transformations, start-
ups and relationships with large
and mid-sized corporations, sales
channels and strategic partner-
ships.

Personal attributes developed on
the last fifteen yearsin aleadership
comprehensive career focused on
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growth and dealing with chal-
lenges and complex problems in
executive position, management
and advising.
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China Mobile

Internationas

CHINA MOBILE INTERNATIONAL SHOWCASES HOLISTIC

Ch'na Mobile International
Limited (CMI) recently held
its inaugural Brazil iConnect
workshop against the backdrop
of GCCM LATAM 2019. With tele-
com delegates and members of
the Carrier Community across Tier
1-3 congregating in Sao Paulo to
discuss new business opportuni-
ties and the latest market trends,
GCCM LATAM 2019 gave CMI the
perfect opportunity to host its
own event to talk about iConnect's
potential to bring transformative
changes to carrier’'s voice roaming
business and beyond.

CMI is a wholly-owned subsidi-
ary of China Mobile Limited, one
of the world's largest telecom-
munications operators in terms
of network scale, customer base
and market value. Leveraging the
strong support by China Mobile,
CMI provides a full range of com-
prehensive international telecoms
services which include data, roam-
ing IDD, enterprise and innovative
services and more. Committed to
continually improving its carrier
business and developing its ser-
vices to cater to its customers, CM|
works in close collaboration with
its partners to ensure that their re-
quirements are met to the fullest

extent. The longstanding commit-
ment to providing quality services
has propelled CMI towards be-
coming one of the market leaders,
and it now serves over 900 million
mobile subscribers and carries
over four billion minutes annually
around the world via its own inter-
national network.

iConnect is a holistic carrier solu-
tion suite comprising a full range
of solutions including Voice, SMS,
Mobile, Data, professional service
and China Connect. The suite is
the easiest way for carriers to tap
into CMl's extensive global net-
work, which is built upon years of
expertise and investment.

Mariana Candido, Sales Director
of CMI's Brazil Subsidiary, kicked
off the full-house workshop with
greetings and introductions, then
handed the stage over to guest
speakers frorm CMl's HQ Carrier
Business. Presentations covered
the full range of iConnect offer-
ings, which include:

iConnect SMS

CMI has direct interconnections
with most Tier 1 carriers in APAC.
This enables CMI to act as an SMS

hub and provide seamless P2P
and A2P message exchange for
its global partners. Exclusive di-
rect access to China Mobile's SMS
gateway allows customers to de-
liver SMS around the world (with
local coverage in China) via only
a single SMPP connection. To en-
sure that customers have access
to help whenever they need it,
CMI assigns account managers to
its customers and provides 24/7
networks operations center ser-
vice. From CMI's global footprint,
to exclusive gateway access, to
competitive prices and round-the-
clock service support, iConnect
SMS helps customers boost traffic
volume and gives them the peace
of mind as they reach and engage
with their target audience around
the world.

iConnect loT

In view of the massive opportunity
in the loT space, CMI offers a one-
stop-shop solution for custom-
ers that are looking for global loT
connectivity. CMI supports both
physical and embedded UICC for
loT and M2M equipment. It sup-
ports SIM profile provisioning and
exchanges data through a secure
over-the-air channel as devices
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cross the China border, The open
platform also adheres to industry
standards. All APls, SDKs, commu-
nications chipsets and modules
pertaining to the solution are all
certified by industry organiza-
tions, capable of handling various
common use cases ranging from
smart manufacturing

PRESs RELEASE -

iConnect Voice is designed to de-
liver high quality global routing at
a reasonable cost. iConnect Voice+
is a highly flexible and compet-
itively priced voice outsourcing
proposal, perfect for carriers that
want to outsource their retail traf-
fic to CMI, who in turn provides

customized routes

to smart city applica- CMI'S EXTENSIVE and management
tions Wit.h m]nimal GLOBAL COVERAGE services that are
compatibility issues. geared to the cus-
CMI is experienced GIVES ACCESS TO  tomers business
in facilitating loT and ~ OVER 300 MNOS. needs. iConnect
commercial appli- Voicee® is the pre-
cation rollout, as evidenced by miervoice offering, which lets cus-

its sprawling and vibrant partner
ecosystem. The industry-leading
solution provides the best radio
coverage and carrier-grade perfor-
mance as well as SLA.

iConnect IPX

iConnect IPX is a cost-effective ser-
vice that is designed to offer direct
interconnection with global reach,
and delivers guaranteed quality
as well as capacity to help mobile
operators capitalize on the OTT
trend. CMI's IPX network is built
on MPLS, the private backbone of
IP networks. IPX can interconnect
global mobile operators using a
single high-speed connection to
provide multiple IP-based services
including VolIP, VoLTE, and GPRS
roaming exchange. This single se-
cure connection allows operators
to strike a balance between cost
efficiency and high quality of ser-
vice.

CMI's extensive global coverage
gives access to over 300 MNOs.
The company provides a unique
service encompassing CMCC and
CMHK-appointed primary IPX pro-
vider and CMCC's exclusive Diam-
eter signaling gateway. iConnect
IPX offers flexible pricing, allow-
ing each customer to grow their
roaming business and capture the
business opportunities that will
keep their subscriber base loyal.

iConnect Voice

Available in three options: iCon-
nect Voiceoo, iConnect Voice+ and
iConnect Voice, the iConnect Voice
product suite provides the maxi-
mum flexibility for operators that
offer roaming services amidst an
increasingly difficult market.

tomers send or receive unlimited
incoming and outgoing traffic
based on a revenue cap, affording
the greatest degree of flexibility
and scalability for handling in-
creased traffic.

CHINA MOBILE INTERNATIONAL

The iConnect Voice platform
serves 900 million subscribers via
direct connection to countries
around the world with full interop-
erability. The far-reaching network
also allows for economy of scale,
which lets CMI price the world-
class termination and tailor-made
call routing services competitively,
and help customers keep costs
low and revenue high.
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<= INDUSTRY INTERVIEW - ORANGE
0C

Cedric Go

Senior Marketing Direc-
tor International Mobile
Services at Orange

lorence Sebastien: It is my
Fpleasure to meet you and to

learn more about the new
Wi-Fi Roaming solution from Or-
ange. My objective is to better un-
derstand your professional career
but also your expertise. Finally |
need to know how you developed
this new solution and what advan-
tages it will bring for users.

Thus my first questions are: When
did you start in telecommunica-
tions and could you give us some
details about your experience and
expertise?

Cedric Gonin: | started in tel-
ecommunications 20 years
ago as a Presale Manager in
Orange B2B division.

In 2008, when | became Orange
Wi-Fi Business Unit Director, deal-
ing with hotspot locations like hos-
pitality, transport, cities.., driving
the transformation from paid Wi-Fi
to free Wi-Fi through partnerships
and commercial deals maintaining
the overall value.

| also developed worldwide roam-
ing agreements with other Wi-Fi
providers being board director
treasurer and co-chair at WBA since
2008 and chairman of Wireless link
in France.

| was also contributing to the global
Orange Wi-Fi strategy and integra-
tion into retail offers for the con-
sumer and B2B markets.

In 2013, | took charge of internation-
al data wholesale strategy and busi-
ness transformation within Orange
International Carriers. Since 2014,
as Senior Marketing Director Inter-
national Mobile Services, | am in
charge of Marketing Strategy and
Business for international Mobile
services solutions including roam-

ing enablers on IPX and messaging
| am also Board Director of I3Forum
(international carriers and IPX pro-
vider organization) and contribute
as speaker in different events like
GSMA, WAS, Wireless Global Con-
gress, and similar conferences.

F: Really interesting and this is
why it seems obvious that you
were the right person to help Or-
ange to build this solution. A solu-
tion in order to replicate the mo-
bile experience over Wi-Fi. My next
question is related to the details
regarding this updated offer and
notably, what issues is this new
service from Orange International
Carriers addressing?

C: Orange International Carriers
has introduced its roaming Wi-
Fi solution, Carrier Grade Wi-Fi
Roaming, which allows users to
take their mobile ecosystem with
them across the world. Orange
Wi-Fi Roaming facilitates seam-
less Wi-Fi roaming, anywhere, and
extends roaming data coverage
on land, sea and in the air.

Wi-Fi is everywhere today and it's
a standard feature in all mobile

devices. Customers are requesting
Wi-Fi connectivity for lower mobile
data consumption and to facilitate
the performance of the APPs on
their smartphones.

Users expect seamless access to
Wi-Fi networks and Wi-Fi technol-
ogy is now mature enough to offer
the same customer experience as
mobile networks, including high
quality, secure access. More than
half of smartphone data traffic
uses Wi-Fi, and this percentage
is growing. The end-users' expe-
rience must continue to improve
and become increasingly stand-
ardized across all devices and all
geographies.

Mobile Network operators have
moved towards a Wi-Fi offload
strategy, and technical studies
have recommended that Wi-Fi
technology has now reached “car-
rier-grade” characteristics. So, we
are seeing that as the ecosystem
evolves, competitors with disrup-
tive business model are taking
hold of the market. In response to
this situation, MNOs are increas-
ingly supporting the seamless
handover between Wi-Fi and cel-
lular networks (3G/4G).
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F: Really interesting but what is
innovative about the Orange Wi-Fi
Roaming Solution?

C:  Orange Wi-Fi Roaming is
a solution that needs no user-
name/password  authentication,
and thus ends the frustration of

INDUSTRY INTERVIEW - ORANGE /=
: 0C

Carrier grade Wi-Fi reproducing
the Mobile Network experience.
This Orange solution is the ideal
way to connect to trusted Wi-Fi
networks and Mobile Network Op-
erators with the highest quality
and best customer experience for
more flexible roaming package of-
fers and lower costs.

“Customers will see improvements in their roam-

ing experience with no restrictions of coverage in
a single, transparent process.”

roaming users who have experi-
enced inconsistencies in service
and connectivity. It is a seamless,
end-to-end roaming experience
where SIM-based authentication
uses the mobile roaming process,
meaning that devices switch au-
tomatically between Wi-Fi and
mobile, to offer the best roaming
quality and improved security. In-
ternational roaming charges and
complicated log-in procedures,
are therefore eliminated and users
have unrestricted and unlimited
permanent data access which is
managed automatically by their
devices. The carrier grade Wi-Fi
also provide cyphering of radio
link which prevent from being
watched by third parties like on
plain free Wi-Fi.

The transformation of mobile net-
works has created opportunities
for innovative Communications
Service Providers to embrace new
business models and revenue
streams.

With new roaming agreements
and benefiting from Hub model
advantages, Orange Wi-Fi Roam-
ing is integrated as part of a com-
plete offer. For Mobile Operators,
thissolution addressessilent-roam-
ers, improves user experience and
saves on outbound roaming. For
Wi-Fi Providers: Inbound roam-
ing is increased and the solution is
easy to implement. For end-users,
the solution provides end-to-end,
home routing coverage, simplicity,
security and indoor coverage.
Orange is the first provider to offer
seamless roaming over Wi-Fi solu-
tion. It is a “home routed” product
with full roaming connectivity.
Orange brings a mobile roaming,
end-to-end user experience to

F: But more specifically, how wiill
this affect the customer journey?

C: The ‘always-connected' attitude
of customers means that
carriers seek services

that provide the best
data access connec-
tivity when roaming,

on land, in the air or

at sea. Orange's Wi-

Fi Roaming solution

for international trav-
elers offers a unique
advantage by integrat-
ing the carrier's home net-

work functionality into the experi-
ence. End-users benefit from the
same roaming experience and
identical quality of service and
security they would enjoy in their
home country. Customers will see
improvements in their roaming
experience with no restrictions of
coverage in a single, transparent
process. Unrestricted connections
and the advantagesofidentical us-
age abroad, as at home using Wi-
Fi and mobile, allows the device to
remain connected as-needed.

Using tunnelling over Orange's
worldwide IPX network can tru-
ly create a ‘home-routed’ experi-
ence. This end-to-end home rout-
ing solution duplicates 3G and 4G
architectures. Additional outgoing
extension of roaming coverage
means a greatly improved service
for subscribers.

F: My last question is to better
understand, how will this ser-
vice evolve and what are the next
steps?

C: Orange International Carriers
offers a comprehensive set of solu-
tions for security and anti-fraud,
for Internet and bandwidth, mo-
bile services and voice. We contin-
ue to innovate for a unified, 360°
customer experience by bringing
customer-centered solutions and
Orange Wi-Fi Roaming is already
the best possible quality of Wi-Fi
experience : on Land, at Sea and
in the Air. We respond to multiple,
changing customer needs with a
global, positive approach and in
this age of convergence when car-
riers are preparing to deploy new
5C services, Orange Internation-
al Carriers is ahead of the game.
Carrier Grade Wi-Fi Roaming of-
fers a stepping-stone into the fu-
ture of Mobile services and it will
be the platform for facilitating
the continued evolution. The
following challenge wiill
be to address the Inter-
net of things revolution
through Wi-Fi connec-
tivity as well.

Florence Sebastien

Based in Paris, France, Flor-
ence is an experienced New Busi-
ness Development Profession-
al and Relationship Broker with
deep expertise in the telecommu-
nication industry. After a Master in
International Trade (Paris 1), she
joined Telecom Italia during 10
years. She founded FSE Consult-
ing 8 years ago to help companies
to build market positions by locat-
ing, developing, defining, negoti-
ating, and closing impactful busi-
ness relationships.

Identify and interpret market
trends, as well as track individu-
al contributors and their accom-
plishments to seek business deals.
Contact potential partners, dis-
cover and explore opportunities to
help companies to close new busi-
ness. Develop negotiating strat-
egies and positions by studying
integration of new venture with
company strategies and opera-
tions, examining risks and oppor-
tunities, and estimating partners’
needs and goals.
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<= HOTSHOT INTERVIEW - BANKIM
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HotShot interview:
The transformation of
the wholesale business

Bankim Brahmbhatt, Pres-
ident and CEO of Bankai
Group, talks with Isabelle

Paradis from HotShot
about the transformation
of the wholesale business
above and beyond com-
modity towards enterprise
voice.

Isabelle Paradis: I'm joined on
the hot seat today by Bankim
Brahmbhatt, president and CEO
of Bank | Group. Bankim, welcome
to the hot seat, I'm very happy
to have you here, as | have been
wanting to interview you for quite
along time

Bankim Brahmbhatt: Thank you,
same here.

IP: Bankim, | don't know if you
agree but | think the wholesale
business is transforming a lot and
it's transforming above and be-
yond the community business
even. What do you think? How do
you think the wholesalers should
evolve to return to growth?

BB: | think whoever is considering
still the wholesale as a commu-
nity business they are mistaking
because for in my view since last
the four or five years wholesale is
transforming towards more digiti-
zation and if carriers are not going
to focus more on a quality-centric
business, competing OTTs and
operators also has to work on re-
ally on their wireless network be-
cause since many years what we
are facing is that calls are getting

disconnecting on the wireless net-
work itself and that's why OTTs
are getting more business. Now |
think that operators are becoming
serious to improve their wireless
network and in order to increase
their termination volume for the
country and | see a great opportu-
nity going moving ahead if carri-
ers are willing to adapt technology
along with the voice business cre-
ating a right ecosystem and focus-
ing more on an enterprise voice
because enterprise voice is still
growing so | see the contribution
from enterprise voice is more get-
ting into wholesale voice so | don't
think wholesale voice is going to
die but at the same time, creating
a right ecosystem for the business
is very important.

IP: | agree with you in regards to
the enterprise voice: | think it is a
good opportunity for the whole-
sale business. And what do you
think the whole Celica system wiill
look like in five years? From my
point of view | think it will look very
different but what's your view?

BB: Based on my experience of
18 years what we are observing is
that every year a hundred of car-
riers are coming into the market,
so | see there is no more entry for
the new carriers because it is diffi-
cult to share the margin so if you
see the margin between origina-
tion and termination it's like - as
an example, if you take 15% margin
and it has been shared by 7 to 8
carriers earlier now it is reduced by
2 to 3 carriers: this is what we ob-
served during this eighteen years.
So what we are trying to do is to
create a technological ecosystem
to reduce the distance between
origination and termination and
to add value to the enterprise
voice by providing value-added
services. These strategies will defi-
nitely create a good margin for us
and if some other carriers adopt

in this new
in this new wh

BB: We are trying to work on cre-
ating ecosystem for a global carri-
er relationships since many years
and we are observing the market
but at the same time now we re-
cently launched a bridge voice
platform in which this is one of
phase one of our project where we
are trying to create a settlement
platform for carriers and operators
and we are also coming out with
blockchain-based switching and
building on that platform. Earlier,
we tried to become a carrier neu-
tral but then at the end | thought
that carrier business is all about in-
vestment and a maintaining qual-
ity game. We have already done a
launch of a bridge Pluto but, mov-
ing forward, you will see a great
achievement from Bankai group:
we will contribute hugely in the
carrier business.

IP: | like to hear from you “plat-
form” and “blockchain™ a lot of the
buzzwords at the moment, a lot of
development so it's very interest-
ing. Thank you so much for joining
me on the hot seat today!

Bankim Brahmbhatt,

President and CEO of Bankai
(€] e10]0)

In the telecommunications in-
dustry since 26 years, Bankim
Brahmbhatt took over the
reins of the Panamax Group.
With the strategic move over
past 10 years, by adding various
product, service portfolio, busi-
ness verticals, acquisition and
partnership, he has success-
fully managed to create mul-
tinational business operation.
He serves as President & CEO
in Bankai Group of companies
which comprises of several
strategic business units, locat-
ed in different countries global-
ly, performing various business
verticals in domain of Telecom
Technology and Services.
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5G success depends
on new operator
partnerships and services

his year, a major technology
shift has finally begun. After
many years of development,
the first commercial rollouts of
5GC have started. This technology's
capabilities promise to empower
a bold new era of mobile that will
enable things like self-driving cars,
self-monitoring buildings, wear-
able items, and industrial product
sensors, just to name a few. And
all of this will be connected to the
next generation of mobile net-
works.

To take a closer look at what this
new future will mean, Syniverse re-
cently conducted a study to assess
one of the big unknowns with 5G:
how will mobile operators actually
begin to make use of 5GC to provide
new services for companies, and
how important a part will these
services play in operators busi-
ness models? To find this out, we
partnered with Heavy Reading to
complete a global survey of oper-
ators and better understand their
5G preparations, and the results
were surprising.

New partnerships, new
services

The findings point to some key
implications for the first steps that
operators will need to monetize
5C. Specifically, to cultivate 5G
business services, operators will
need to be able to engage with
customers, third-party service pro-
viders, application developers and

device partners across a range of
industries. Only then will they be
able to collaborate in diverse ways
to co-create the services required
to meet the needs of different in-
dustries.

In fact, a big part of 5G's commer-
cial success will depend on the for-
mation of new partnerships and
services in industries outside the
mobile industry's tried-and-tested
consumer markets. For these part-
nerships and services to succeed,
mobile operators must invest in
and put in place the technologies
and processes to monetize these
services, and they must ensure
that every contributor and exter-
nal partner in the value chain gets
their fair share of revenue.

This collaboration is imperative if
operators are to properly monetize
5G and maximize their return on
investment in it. However, these
new ecosystems also present new
challenges for operators. Here's a
look at two of them, and two solu-
tions for them informed by our
study findings.

Quick and versatile 5G
ecosystems

The advantages to having a 5G
ecosystem of many players in-
clude enabling scale, encouraging
innovation and supporting spe-
cialization. Mobile operators, how-
ever, are generally bound to their
home country, and even the big-
ger players in a domestic market
don't have the capacity to create
and then manage ecosystems on
a global scale.

But, when asked about the chal-
lenges of developing and running
ecosystems, respondents in the
Heavy Reading operator survey
identified coordinating multiple
partners as a primary challenge
(74 percent).

One answer to this challenge lies
in the use of an online market-
place where providers of devices,
subsystems and services can all
offer their products to third parties
seeking to create 5G offerings for
businesses.

A marketplace approach lets de-
velopers and service providers
reach customers at lower cost and
with shorter lead time. It offers op-
erators and third-party partners
an easy and flexible way to create
5G services for business custom-
ers. They can pick and choose the
components and functionality
that they need to create a service
or solution from specialist suppli-
ers.

For operators, in particular, an on-
line marketplace platform offers
these capabilities:

— An operator,
for example, that wants
to expand in the oil and
gas sector could source
specialized, preapproved
sensor devices, or an oper-
ator seeking to scale up an
loT service internationally
could source an industri-
al device with embedded
roaming connectivity.
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2. Offering of connectivity
services to other provid-
ers — A vending machine
company, smart meter
company or automotive
company, for example,
could purchase national
5G connectivity for their
devices to include in the
sale to a customer.

In these ways, online marketplaces
offer a powerful option to open the
addressable business market for
operators. They can also radically
lower the costs of creating indus-
try-specific and customer-specific
5G business services.

New technology for 5G
clearing and settlement:
blockchain

Monetization among partners was
one of the main challenges cited
by operators in the survey when
asked about 5C services. On that
point, 83 percent of respondents
identified the security and im-
mutability of charging and billing
as their principal challenge when
collaborating with others on 5G
services.

To monetize a 5G ecosystem, each
partner involved in delivering a
service will need to be able to ac-
curately charge for its contribution
toward that service in a way that's
quick and low-cost, but also accu-
rate and secure.

One solution that has emerged to
meet these requirements is block-
chain. In a blockchain process,
a growing list of records, called
“blocks,” are recorded, and the
data is instantly and automatically
duplicated onto all other connect-
ed computers on the blockchain.
Because records can only be add-
ed using rules agreed to among
the participants, they can't be cir-
cumvented by individual actors,
and the data becomes part of a re-
liable, unbreakable “chain” of trust.

In this way, blockchain has the po-
tential to provide a new global net-
work of secure distributed data-
bases, and “smart contracts” that
allow monetization of any transac-
tion and independent, third-par-
ty validation of charges. And this
capability makes it ideally suited

to undergird new 5G
marketplaces.

In  fact, operators

have already begun

integrating block-

chain  for roaming

service  settlement

and reported signif-

icant improvements

in the time it takes

to settle accounts at
month-end, greater

confidence in the ac-

curacy of accounts,

and, consequently,

fewer disputes. The

next stage is to ex-

tend blockchain to the universal
clearing and settlement of multi-
ple technologies — from LTE and
5G to Wi-Fi and multiple loT con-
nectivity options — among multi-
ple partners both in and outside of
the operator space.

New era of 5G services

While this year marked a major
one for 5@, its rollout continues to
accelerate. It will continue to play
a bigger and bigger role in our fu-
ture, where more and more facets
of the world will be integrated with
and powered by mobile. To realize
this future, operators will need to
cultivate new 5G business services
with customers, third-party ser-
vice providers, application devel-
opers and device partners across
a range of industries. Our findings
show that these steps are crucial if
operators are to properly monetize
5G and maximize their return on
investment in it.

Michael O'Brien

Group Vice President, Cor-
porate Development and
Strategy

Michael O'Brien is respon-
sible for driving Syniverse’s
global strategic planning,
developing new avenues
for revenue growth, ensur-
ing synergy across different
business organizations, and
identifying and managing
partnerships. Previously,
Mr. O'Brien served as Senior

Vice President and General Man-
ager of Risk Management and
led Syniverse's global fraud pre-
vention and revenue assurance
services, helping service providers
control risks related to fraud and
security, accurately capture reve-
nues, and prevent revenue leaks.
Prior to that, he was Senior Vice
President of Business Develop-
ment and oversaw Syniverse's ac-
quisitions, new customer relation-
ships and industry relationships.
Earlier, Mr. O'Brien was Vice Pres-
ident of Marketing, and, before
that, served in a number of other
senior-level positions in the com-
pany. He holds a bachelor's degree
in computer science from the Uni-
versity of Virginia.

synive
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Wholesale Industry
in the Digital Age -

Challenges and Opportunities Emerging from Data
Hungry Products and Services

s operators prepare. them-
l S selves for the next decade,
it becomes apparent that
the telecom landscape is chang-
ing rapidly. Telecom operators
diversify their investments, and
venture into new services & prod-
ucts. They take on projects, that
were previously considered not
to be their domain — they provide
cable television, digital marketing,
banking services and many, many
more. One can even remember
AT&T's journey into the movie and
TV industry. They have acquired
Time Warner, and from this, one
can even say they are now in the
graphic novel business. Yes, the
recent DC Comics movies were
done by a company owned by the
USA's largest mobile operator.

Thenewtrendisto be able toadapt
new products and new consumer
groups in new regions through
daring efforts. The one who is able
to implement new products &
new strategy will eventually adapt
to new industry standards better
than the ones that stayed true to
their modus operandi.

MNO's products & services must
now reflect increase capacities of
new generations of smartphones.
The capabilities . that previously
belonged to PCs are now open to
smartphones. With large screens
and capable. processors, average
smartphones can process com-
plex tasks, use geolocation, natu-
ral language processing and many
more. Now everyone can use a
web service or a mobile applica-
tion to order a good or service on-
line, see the location of any busi-
ness & navigate to it, socialize, and
stream audio and video content.
For mobile service providers it's
‘survival of the fittest 2020." They
have a need to constantly explore
and accept new trends&demands.

One of the most prominent new
trends is the use of RCS, or Rich
Communications Services. This
technology has already been

implemented by 81 operators
worldwide. It essentially provides
mobile application capabilities
through a native messaging app.
Through an RCS-enabled phone,
a user can maintain “All-in-one”
channel-to-user without the com-
plexities of multiple channels for
different functions & demands.
Ordering a delivery of goods &
services, asking questions, main-
taining routine operations like re-
ordering, providing feedback — all
this can be implemented through
one particular channel, native to
most smartphones.

In many ways these changes were
enabled by increased mobile data
speed. All these services are de-
pendent on 3G and 4G connec-
tivity to be comfortable to use.
The introduction of 5G will further
enable this trend. For example, 5G
connectivity will bring streaming
live video to a new level of quality.
At a recent IBC show in Amster-
dam there was a platform that
allowed the synchronization of
multiple live video sources, sound
streams & external commenting.
The video cameras used were of
high end smartphones. Basically,
this platform substituted expen-
sive and ‘bulky TV news equip-
ment with smartphones. Instead
of using specially standardized
cameras, they used Android de-
vices. Instead of a TV News van col-
lecting data and sending it to
the broadcaster, a 4G net-
work was being used to
seamlessly transfer live
video feeds. This means
smaller companies that
couldn't afford to enter

into the TV channels'
domain because of equip-
ment cost will be able to do
so now. This means news deliv-
ered way faster, from more angles
& points of view.

All these changes lead operators
into becoming more agile, willing
to take risks & invest in new func-

tions. For many years it was com-
mon for average employees to re-
invent themselves every few years
to be all- around professionals.
People learned & mastered new
skills & knowledge to grow within
an organization, to become more
valuable and to serve more func-
tions. For the telecom industry the
same concept is now true on a
company level. A company can no
longer stay within “bread and but-
ter” services like Voice and SMS.
The mobile operator must enter
into and enhance digital market-
ing, web-based services, applica-
tion development, geolocation,
and other services that add value.

| am proud to say that Lanck Tele-
com is a long term adept of this
strategy. Every year we introduce
new products & services to clients
— be it RCS connectivity, our Fraud
Management System, digital mar-
keting or other new services.

Of course, the road to change is
never easy. Many operators face
difficulties maintaining existing
networks & enhancing capaci-
ty. Then there is always a “leap of
faith” challenge - when a com-
pany ventures into a new market
where the operator will not feel
comfortable adding new prod-
ucts. Decreasing Voice traffic vol-
umes may mean smaller budgets
for new projects.Despite all these
challenges, mobile operators are
still in a great position nowadays.
They maintain a very large share
in digital life. They provide connec-
tivity needed for all these services,
and maintain global reach directly
to users’ smartphones. So instead
of just accepting a new world
and following the trends done by
other businesses, MNOs have the
opportunity to lead the change
by providing new services
directly to consumers and
defining the future of
the mobile world.

Igor Skutsenya com-
bines 6 years' experi-
ence in telecom industry.
He has been involved in
financial, international proj-
ects, management and business
development sectors. In LANCK
Telecom Igor works as RCS team
leader, Fraud Management Sys-
tem assistant project manager.

LANCK
TELECOM

Leading Global Wholesale Carrier Since 2001

lancktele.com



Omantel has grown from a regional
wholesale provider to a global player

loud, content and real-time

communications are driving

the need for telecom hubs
that can support global transfor-
mation while connecting and op-
timising applications and services
with optimised latency network-
ing, says Sohail Qadir, Vice Presi-
dent, Wholesale at Omantel.

Oman is located at the tip of the
Arabian Peninsula, at the nexus
between Asia, Africa, Europe and
the Middle East. It has been a cen-
tre for international trade for cen-
turies, and recently it has emerged
as a leading global hub for tele-
com.

Oman's unique geographic loca-
tion is enabling Omantel to offer
an optimised network latency be-
tween Frankfurt and Singapore,
as well as many key destinations
across the globe. This is a compet-
itive advantage that benefits our
customers but it is not the only
reason Omantel has been posi-
tioned as a leading global telecom
enterprise .

While planning and implement-
ing our award-winning Global
Wholesale Integration Project, we
have taken the geographic ad-
vantage of Oman and combined
it with strategic investments to
offer customers a comprehensive
set of solutions that support dig-
ital transformation. It is not just
about our location. We have taken
deliberate steps to develop infra-
structure, solutions and processes
that benefit local businesses and
customers in Oman and around
the world.

What is a global hub? For us, it is
simply a place that combines di-
verse connectivity options to mul-
tiple destinations with data centre
infrastructure and a safe, open
and friendly business environ-
ment that encourages and facili-
tates growth.

Omantel has been investing in
subsea cable infrastructure for
more than two decades. Today, we
have investments in more than 20
subsea cable systems globally and
direct connectivity to more than
50 countries and 120 cities.

Our projects have included
launching the Gulf to Africa (G2A)
subsea cable system between
Oman, Somalia and Ethiopia. G2A
provides direct access to east Afri-
ca and supports the development
of the digital economies of these
fast-growing economies. This has
come after our investments in the
Asia Africa Europe (AAE-1) cable
system that spans the globe.

AAE-1 uniquely connects Asia, Afri-
caand Europe via Oman and offers
new and diverse terrestrial net-
works that avoid some common
bottlenecks. It covers countries
that comprise almost 50% of the
world’s population, spanning ap-
proximately 25000 km with a de-
sign capacity of up to 40 Tbps built
on the latest 100Gbps technology.
AAE-1 provides point-to-point con-
nectivity between customer end-
points and provides high capacity
requirements in response to cus-
tomers' growing data, internet,
cloud and video traffic demands.

Omantel is the only provider on
the AAE-1 cable system to have
two landings, one in Oman and
the other in France. To further
serve the needs of our customers,
we launched Omantel France and
offer a Europe-wide network foot-
print. This made Omantel the first
and only GCC telecom operator to
have a subsea cable landing in Eu-
rope.

In Oman, we have partnered with
Equinix to develop a world-class
data centre infrastructure in Mus-
cat and provide a secure and re-
liable place to host applications
and service providers. The Equinix

Muscat 1 data centre offers cus-

tomers a carrier-neutral facility
with direct access to subsea cable
infrastructure, which is a unique
concept in the region.

The final piece of the puzzle is en-
suring that we can offer optimised
performance across our global
footprint. To do this, we developed
an International Network Oper-
ations Centre (INOC). INOC was
developed in response to custom-
er demand and has been specif-
ically tailored to the needs of the
cloud and content-centric market.
It monitors our international ser-
vices via either terrestrial or subsea
cable systems to ensure smooth
network operations.

It has been purpose-built to re-
solve all network-related issues
rapidly and in compliance with
stipulated policies, procedures,
and quality standards. INOC aims
toensure up to 100% uptime of the
network, and delivers operational
service excellence ensuring high
levels of customer experience.

When delivered as a seamless
solution that combines all of these
elements, transformation can
be accelerated and growth can
be achieved in new markets. Our
wholesale clients can connect
and optimise their applications
and services in a trusted hub that
offers them direct access to and
growing markets. This enables
them to deliver consistent end-us-
er experiences that meet and even
exceed the expectations of their
customers.

Utilizing Omantel as their glob-
al hub, our wholesale clients can
serve millions of potential users
and capture more opportunities
with increased agility.

Our customers have a need for
global access and performance.
We are not just connecting our
customers. We are enabling them
to reach further.
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Sigma Telecom was founded in 2003 to
provide high quality telecommunication
infrastructure services including; optimisation,
planning and drive testing. In 2014 Sigma
made the transition to begin providing high
quality VOIP services to telecommunication
operators, suppliers and vendors worldwide.

At Sigma Telecom we understand our clients’
business challenges, this allows us to provide
advanced services and custom solutions
which enables the highest quality of
communication while also creating new
platforms for us and our clients to grow and
improve.
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How Does Facial Recognition Technology

Work? — 5 Real World Use Cases

By Bill Mann, August 19, 2019

Facial Recognition systems are be-
coming ever more common. From
airports to the streets of big cit-
ies to individual shops and apart-
ment buildings, this tech is being
applied everywhere. At the same
time, there are functional and pri-
vacy concerns with these kinds of
biometric identification systems.

Recognition, by the end of the arti-
cle, you should have a good sense
of where things stand today, both
the promise and the peril.

Facial Recognition Technology Ba-
sics

Before we get into the current
uses, let's go over how this incredi-
ble technology works.

How Does a Machine Recognize a
Face?

While us humans recognize faces
in by instantaneous pattern recog-
nition, machines do it completely

THE STATEQF
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differently. Machines recognize
and remember faces by taking all
sorts of measurements of facial
characteristics, then saving the re-
sulting data as a representation of
the face.

What is facial recognition technol-
ogy like today?

In this article, we will look at the
state of Facial Recognition tech-
nology today. We'll cover the ba-
sics of the technology first, then
look at some of the systems that
are in use today. While things are
moving fast in the field of Facial

While there are variations in the
tech, the basic process goes some-
thing like this:

¢ The system receives an

image to analyze. This
could be a still photo like
those taken by systems
at US airports, or a frame
from a video of a person
in Mmotion. Some systems
use techniques like in-
frared lidar and thermal
imaging sensors to get
additional information.
Researchers are report-
edly even working on sys-
tems that use sonar (like a
bat or a submarine) to im-
prove accuracy. As a result,
the ‘image’ to be analyzed
might actually be a set of
images created with dif-
ferent types of sensors.

The system searches for a
face or faces in the image.
It looks for characteristics
that indicate the presence
ofaface, such aseyes, ears,
nose, mouth, cheekbones.
Once it identifies enough
of these, the system has
‘found' a face.

The system measures var-
ious characteristics of the
face. Some characteristics
that might be used are the
distance between your
eyes, the depth of your
eye sockets, the shape of
your cheekbones, and the
distance from your fore-
head to your chin. Newer
systems generally consid-
er many more character-
istics than this, including
things like skin color and
texture. They can also ad-
just for variable lighting,
a face that isn't looking
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directly into the camera,
and so on.

The resulting data is
stored as a representation
of the face.

The representation of the
face is compared to a da-
tabase of known faces.

The system identifies the
best match amongst the
faces in the database and
determines whether the
match is close enough
to be considered a hit.
If there is not a match,
the data may be stored
to be matched with oth-
er personally identifiable
data later, perhaps at the
checkout counter in a
store.

As you can imagine, the most ad-
vanced facial recognition systems
are much more complex than this,
but you now have a general idea of
how the process works.

Modern Facial Recognition tech-
nigues are said to be more ac-
curate than human recognition.
However, at least some of the facial
recognition systems in use Now
are pathetically bad at the job.

Maybe they are using older, less
accurate technology (it can take
years for a system to make it out
of the lab and into the world). Or
it could be that recognizing faces
out in the real world is much hard-
er than in the lab. Perhaps as Dr.
WonSook Lee explains in the vid-
eo, the systems that aren't getting
good results aren't trained well
enough.

Whatever the reason for the bad
results some systems get, there
is a huge amount of money and
research going into this field, and
it is certain that facial recognition
systems will keep getting better
and better.

A Quick Tour of Facial Recognition
Technology in the Real World

One way to get a sense of where
things stand is to look at some re-
cent examples of the use of Facial
Recognition Technology. In the vi-
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gnettes that follow, we will look at
several real-world applications of
facial recognition technology and
list their pros and cons.

London's Live Facial Recognition
System

Promise: More efficient policing.

Peril: Exposes innocent passers-
by to unwanted surveillance. Fre-
quently generated false positives,
resulting in an innocent person's
face being associated with a crim-
inal's records, at least temporarily.
It caused confrontations between
police and citizens who didn't
want to be scanned.

uUntil recently, the London Met-
ropolitan Police has been testing
its Live Facial Recognition (LFR)
on the streets of London, making
millions of innocent civilians part
of the test without their consent.
The system used cameras, facial
recognition software, and an Al to
compare the faces of passersby
with those in a database of people
wanted by the police.

Live Facial Recognition — Source:
met.police.uk

If the Al detected a match, it would
notify a nearby police officer. The
officer would evaluate the infor-
mation received from the LFR
system and decide whether or
not to approach and interrogate
the person. The idea here is that
even wanted persons need to go
out into the world sometimes,
and when they do, LFR could spot
them and point the police right to
them. This could be much more
efficient than tracking down sub-
jects the old-fashioned way.
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However, the system has had
many problems. One is the inva-
sion of privacy caused by a system
that at least momentarily gener-
ates and records Biometric data
for every person passing in front
of its many cameras. According to
the LFR website,

“The system will only keep faces
matching the watch list, these are
kept for 30 days, all others are de-
leted immediately. We delete all
other data on the watch list and
the footage we record.

Anyone can refuse to be scanned;
it's not an offense or considered
‘obstruction’ to actively avoid be-
ing scanned.”

These guarantees ended up to
not be very reassuring for a few
reasons. First, the system has a
tendency to make false-positive
identifications. That is, it confuses
innocent people for people whose
faces are in its watch list. This re-
sults in innocent people being
stopped and questioned by the
police and having their identi-
ty stored in the LFR database for
some amount of time.

How inaccurate is the LFR system?
Big Brother Watch, a UK privacy
group, has a breakdown of the de-
tails here. Here's a screen capture



https://www.site.uottawa.ca/~wslee/
https://www.site.uottawa.ca/~wslee/
https://www.met.police.uk/live-facial-recognition-trial/
https://blokt.com/wp-content/uploads/2019/08/live-facial-recognition.jpg
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of the highlights from that break-
down:
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innocent people’s
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LFR inaccuracy

As you can see, it seems the sys-
tem wrongly identified innocent
people the vast majority of the
time. What happens in these
cases? According to Big Brother
Watch, when the system incor-
rectly identified people, their bio-
metric data was still retained for a
year, even though they had done
nothing wrong.

Who has access to the

» continund 10 target More concarta, soorts matches and even (hvistmas markets

of Sowth Wales Police's
automated facial
recognition matches

PR

entered into the system. The Malil
reported that the police finally
confirmed that you could active-
ly avoid being scanned. Howev-
er, if you did actively avoid being
scanned, they could consider that
suspicious behavior, detain you,
and force you to be scanned any-
way.

As of the publication date of this
article, the LFR system trials have
ended. The police are now evalu-

biometric data from
those innocent people?
How is it used? How is it
protected from hackers
and other forms of mis-
use? We don't know the
answers to these ques-
tions.

GCiven that the system
was so incredibly inac-
curate, it is good to know
that people were allowed
to avoid being scanned.
Backward from the per-
spective of privacy rights,
but at least a way out.
But the reality of the sit-
uation was very different.

As detailed in this arti-
cle from the Mail Online,
actively avoiding being
scanned led to a pass-

Ehe ow dork Timrs

ICE Used Facial Recognition to Mine
State Driver’s License Databases
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ating the results of the tests and
deciding whether or not to deploy
the system.

Scanning Driver's License Data-
bases for lllegal Immigrants and
Other Criminals

Promise: Rapid federal govern-
ment detection of criminals using
existing state records.

Peril: Possible violation of state's
rights. The United States Congress
has not explicitly authorized this
use of state databases.

ICE, the Immigration and Cus-
toms Enforcement agency of the
United States, is in the news a lot
today. Charged with securing the
borders, among other things, ICE
is the target of many groups op-
posed to US immigration policies.
And its use of Facial Recognition
technology recently made head-
lines.

ICE Facial Recognition of Drivers
License

ICE's use of facial recognition tech-
nology to analyze driver's license
databases triggered reactions
from many groups, including pri-
vacy advocates. There are sever-
al issues here. One is the conflict
between the State's Rights and
the Federal Government. The US
Congress has not approved this
use of state motor vehicle records.
However, approximately 20 states
have approved the use of their da-
tabases by law enforcement agen-
cies for years. This includes the FBI,
which is a Federal agency.

Searching for lllegal Aliens

The real problem seems to be the
conflict over illegal aliens. Some
of the states that give ICE access
to their driver's license databases
have encouraged illegal aliens to
obtain driver's licenses. Accord-
ing to researchers at Georgetown
University Law Center, ICE has
sometimes targeted illegal aliens
when scanning these databases.
Whether looking for illegal aliens
in these databases is a problem or
not depends on where you stand
on the immigration issue.



https://blokt.com/wp-content/uploads/2019/08/LFR-inaccuracy.jpg
https://blokt.com/guides/how-will-biometrics-affect-our-privacy
https://www.dailymail.co.uk/news/article-7036141/Police-fine-pedestrian-90-facial-recognition-camera-row.html
https://www.merriam-webster.com/dictionary/illegal%20alien
https://www.npr.org/2019/07/08/739491857/ice-uses-facial-recognition-to-sift-state-drivers-license-records-researchers-sa
https://www.npr.org/2019/07/08/739491857/ice-uses-facial-recognition-to-sift-state-drivers-license-records-researchers-sa

Immigration and Customs En-
forcement — Source: Shutterstock.
com

When questioned about the le-
gality of these activities by Nation-
al Public Radio (NPR) ICE stated
the agency “will not comment
on investigative techniques, tac-
tics or tools” They also point out
that, “This is an established proce-
dure that is consistent with other
law-enforcement agencies.”

A more general privacy concern is
that the FBI, ICE, and other agen-
cies mine these databases for in-
formation. Few citizens are aware
that getting a driver’s license ex-
poses their information to Federal
as well as State agencies. It isn't
clear which agencies have access
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to the data, nor what they are do-
ing with it, and what happens to
the data after it is “used.”

Screening Persons Arriving in the
United States from Foreign Coun-
tries

Promise: Faster, more efficient
passage through US Customs.

Peril: False alarms can disrupt trav-
el. A huge database of Biometric
data is a great target for hackers.
Data on 10's of thousands of travel-
ers has already been stolen.

Since 2017, U.S. Customs and Bor-
der Protection (CBP) has been us-
ing Facial Recognition systems at
various entry points to the United
States. According to Federal Com-
puter Week (FCW), the system has
caught multiple imposters trying
to cross the border with false doc-
uments. The system compares the
face of the person currently hold-
ing the document to stored bio-

e A O

ngﬁ“ﬁéi{ié

Highlighes of GAD.07.8

congrestaral requnter

Why GAO Did This Study

Intended to enbance the security
of US. citkoens and visitors,
United States Visitor sevd
Trmesigraant Status Indicator
Technology (US-VISIT) peogram
CRCopasses the pre-cniry, eoiry

security o

stabus managoment, and exit of
forelgn mational trnvelers who
eoder and leanve the Unlted States

t 250 adr, sea, and land ports of
oolry

GAD was askind 1o deternine

whether Department of Homeland

Security (DEES) has implemented

appropriate controls to protect the
e ai bt dtenites e

What GAO Found
The systems supporting the USVISIT progran have

Information af increas
disciosare and modifcation, misuse, and destroction. Weaknesses
all controd arvas and compating device [ypes
s controls and other system «

threats, For example
Himdt, and detect access (o o

external a uluunnl netw ln' mirwcharie
security o several lo
traversing the commumication network; and (6) provide adequate loggmg or
user accoumtabality f

atlons,

¢ the malndrame,

INFORMATION SECURITY

Homeland Security Needs to Immediately
Address Significant Weaknesses in
Systems Supporting the US-VISIT
Program

shgdficant information

mtrol weakiesses that place sensdtive and persossaldly sdentifiable

A sk of ussathorized aod posssbly undetected
existed in
reviewed. Deficiencies in
ontrols exposed malndrme computer

network infrstructure, servers, and workstations (o insider and external
CBP did not implemont ¢ S

MIrols 1o ¢
At uuxh syslems
ntely bk
Wiently b s Lo | \\l\ll information
ols adegaately protected
effectively implement physical

5) conskstently encrypt sensitive data

ensure thi

workstations, or servers. In addition

GCCM Magazine - November 2019

metric data previously associated
with that document.

More recently, facial recognition
tools are being used to identi-
fy people that are entering and
leaving the country at multiple
airports. And the agency plans to
expand its use of the technology
greatly.

This comes despite growing pub-
lic opposition to the use of facial
recognition technologies. Civil lib-
ertarians and privacy advocates
see large future risks from the de-
ployment of these systems.

According to the Electronic Pri-
vacy Information Center’s United
States Visitor and Immigrant Sta-
tus Indicator Technology (US-VIS-
IT) page,

“At least 30,000 individuals from
federal, state, and local govern-
ments access the data contained
obtained by DHS's biometric col-
lection program. DHS shares this
biometric data with foreign gov-
ernments, including Canada, Aus-
tralia, and the United Kingdom.”

United States Visitor and Immi-
grant Status Indicator Technology

US-VISIT

As with other systems we've
looked at, it is unclear who exactly
has access to your biometric data,
and what they are doing with it.

In addition, there are concerns
with the security of the biometric
and other personal information
gathered by the system. As far
back as 2007, the GAO found ma-
jor problems with the computer
systems supporting US-VISIT:

GAO Information Security

Note that in 2013, US-VISIT was
renamed the Office of Biometric
Identity Management (OBIM). It is
unclear to us whether all the prob-
lems in the government's com-
puters have been resolved. But
even if their systems are 100% se-
cure (no computer system is 100%



https://blokt.com/wp-content/uploads/2019/08/ice-logo.jpg
https://blokt.com/wp-content/uploads/2019/08/us-customs-and-border-protection.png
https://www.cbp.gov/newsroom/national-media-release/cbp-deploys-facial-recognition-biometric-technology-1-tsa-checkpoint
https://fcw.com/articles/2019/02/21/cbp-facial-recognition-border.aspx
https://fcw.com/articles/2019/02/21/cbp-facial-recognition-border.aspx
https://epic.org/privacy/us-visit/
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secure), there are other players in-
volved here.

One website reported that bio-
metric data on tens of thou-
sands of travelers was stolen in a
data breach. In May of 2019, CBP
learned that a subcontractor had
transferred data (license plates
and traveler images) to their own
computers. This kind of transfer
is forbidden by CBP rules but was
apparently done in defiance of
those rules.

That data was then stolen from
the subcontractor. According to
comments from CBP, data for less
than 100,000 travelers was stolen.
While CBP would not disclose
the name of the subcontractor at
fault, sources say that shortly after
the hack, The Register discovered
a site on the dark web containing
hundreds of gigabytes of license
plate images and other data, avail-
able for free to anyone who wants
it.

Social Media Sites Applying Facial
Recognition to User’'s Photos

Peril: Users claim Facebook re-
corded biometric data without
their consent and sued. It creates
a huge database of biometric data
for hackers to target. Google, Ap-
ple, Microsoft, and others are do-
ing the same. It is unclear what is
done with the data and who else
has access to it.

The things social media sites can

do these days are incredible. One
of their cool tricks is automatically
tagging people in the photos you
post. As you are probably aware,
they apply Facial Recognition
technology to get this done.

Social Media Sites Applying Facial
Recognition - Source: Shutter-
stock.com

But not everyone is thrilled with
this particular capability. As a re-
sult, a group of Facebook users
launched a class-action lawsuit
challenging Facebook's use of
their biometric data. Earlier this

month, the U.S. Court of Appeals
for the 9th Circuit in San Francis-
co ruled 3-0 that the case can pro-
ceed despite Facebook's attempt
to block it.

The case was started by three
Facebook users from lllinois,
where state law prohibits compa-
nies from collecting and storing
biometric data without the user's
written consent.

Judge Sandra lkuta wrote that “.
the development of a face tem-

Bran by DeepCam
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Brain by DeepCam
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plate using facial-recognition
technology without consent (as
alleged in this case) invades an in-
dividual's private affairs.”

While it will probably be years be-

fore this case is closed, the results
could help clarify what rights users
have to their own biometric data.

Tailoring Billboard Ads Based on
Facial Analysis

Promise: Ads that are targeted
to the viewer's age, gender, and
mood will be more effective.

Peril: Once this tech is widely de-
ployed, it is a small step to full fa-
cial recognition and private sur-
veillance of your activities.

Using a system created by the
French company Quividi in 2015,
some shoppers at upscale malls
seem to be living in a science fic-
tion movie. When they visit one of
more than 40 Westfield shopping
centers, they are surrounded by
hundreds of smart billboards that
tailor advertisements to be most
effective on them individually.

The Dbillboards have cameras
feeding a Facial Analysis (not Fa-
cial Recognition) system that can
identify characteristics like your
age, gender, and mood. The com-
pany stresses that the system does
not do Facial Recognition, mean-
ing it doesn't know that it is you,
Jane Doe, from Perth looking at
the billboard. The cameras instead
record blurry images that are suffi-
cient for the required analysis but
not for Facial Recognition.

The system can determine charac-
teristics such as the person looking
at this particular billboard is likely:



https://www.theregister.co.uk/2019/05/23/perceptics_hacked_license_plate_recognition/
https://blokt.com/wp-content/uploads/2019/08/Social-Media-Sites-Applying-Facial-Recognition.jpg
https://www.theguardian.com/business/westfield
https://www.theguardian.com/business/westfield

¢ Female
¢ Age30to 35
¢ Isvery happy right now

Given this information, the system
displays ads that are tailored to ap-
peal to a person with these char-
acteristics. That's a little bit creepy.
Even more creepy is that the sys-
tem records the person’s reactions
to the ads and sends the data to
the relevant advertisers. This lets
them tweak their ads to be even
more effective at separating each
shopper from their money.

According to this article in the
Guardian, the system’s accuracy
ranges from around 90% for gen-
der to about 80% for mood.

The privacy concern here is that
next step from facial analysis to
analysis plus recognition. Few of us
are likely to want stores recording
where we are, what we buy, what
mood we are in, how we react to
specific ads, and who knows what
else a combined system could
learn about us.

According to the article, other
stores are further along the facial
recognition path than Westfield.
They say that chains like 7-Elev-
en, Target, and Walmart are all
experimenting with using facial
recognition tech in their stores. In
2018, a company called FaceFirst
launched a system called Fraud-
IQ, which uses facial recognition
technology to scan for known
shoplifters and people abusing
store return policies.

Another system is called Brain by
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DeepCam. This system uses facial
recognition to spot people who
have been added to the store's
database of problem visitors to
identify those who need to be in-
tercepted by security.

Both FaceFirst and DeepCam
market their services to US retail-
ers. While it is unclear which com-
panies will supply the systems,
and how soon your every move will
be monitored, at some point it's
likely there will be by Als connect-
ed to facial recognition systems in
stores.

ployed in the world. This is true de-
spite their imperfections and the
real privacy threats they embody.

One particular concern that | don't
believe has been getting enough
attention is what happens when
(not if, when) some database con-
taining your facial characteris-
tics or other biometric data gets
hacked. This is your face we're
talking about, not some 8-char-
acter password. If biometric data
gets stolen, you are in deep trou-
ble. What are you going to do, get
surgery to change the shape of
your face?

Now What?

(A A RN ENNEEERRERER EENNENEENN]
(]

WHAT'S
NEXT?

In 2018, the American Civil Liber-
ties Union (ACLU) questioned 19
of the top American retailers, plus
Disney, about their use of facial
recognition technology. Only one
of the companies (Lowes) said it
did use the technology, and only
one (Ahold Delhaize, which owns
several supermarket chains) said it
did not use facial recognition tech-
nology.

The other 18 refused to confirm or
deny the use of facial recognition
technology. Maybe we are para-
noid, but these non-answers seem
to imply that the companies either
are now or will soon be using the
technology.

As we've seen, facial recognition
systems are real, and they are de-
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Facial Recognition systems are
here, and they aren't going away.
They are instead spreading with
little or no control. If these systems
are going to be practical, hopeful-
ly there will be some serious dis-
cussions of topics like when and
where is it appropriate to use this
technology. And as a result, strict
rules on who controls your bio-
metric data, how it can be used,
and how it can be stored safely.

Source: https:;/blokt.com/guides/
facial-recognition
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n the occasion of

our new initiative

“Women in Tech”,
we asked to Huda al Habsi
from Omantel to share her
perspective with us.

How diverse workplaces
could lead to higher pro-
ductivity, greater innova-
tion and higher achieve-
ment?

In this era of economic globaliza-
tion, many companies are making
efforts to achieve workforce diver-
sity, which aims to employ work-
ers from different backgrounds,
regardless of race, gender, religion
and culture. When companies re-
cruit and retain a diverse pool of
people, it brings about different
benefits to the company as well as
its employees.

A diverse workforce is a more pro-
ductive workforce, and your busi-
ness can benefit from different
perspectives, improved commu-
nity relations and more creative
ideas.

Workforce diversity can bring
about an increase in productivi-
ty and competitive advantages.
Employers can offer more solu-
tions to customers because of
new ideas and processes brought
into the organization. Workplace

X I

A Ty

diversity also increases employ-
ee morale and causes employees
to desire to work more effectively
and efficiently. Workforce diversity
increases creativity within a com-
pany because employees from dif-
ferent backgrounds bring in a vari-
ety of solutions on how to achieve
a common goal. As more diverse
ideas are suggested, the chances
of finding a workable answer are
improved.

More ideas are formed because
team members are culturally di-
verse. For example, employees
from China working in American
companies may approach a prob-
lem totally differently than do
American-born workers.

Companies that plan to expand
into global markets benefit from
language diversity in the work-
place. For example, a company
with employees fluent in Japanese
and who understand Japanese
culture experiences an easier time
communicating with representa-
tives from Japan. Many bilingual
workers experience an advantage
when applying for jobs because
employees understand the bene-
fits of language diversity.

Furthermore, Job seekers are
drawn to companies with diverse
workforces because it is evident
that the companies do not prac-
tice employment discrimination.
Potential employees want to know

that employers treat their staff
fairly regardless of race, ethnicity
or gender. Not only are such firms
able to attract new talent but they
can also retain existing talent be-
cause of high employee morale
resulting from workforce diversity.

Which Corporate strate-
gies and structures to im-
plement to ensure better
integration?

Make a long-term investment.

If you only focus on diverse hiring
for a short period of time, you can’t
expect to see results immediately.
Companies have to create a mul-
ti-year plan with publicly-stated
goalsin order to demonstrate their
commitment to diversity and hold
themselves accountable to their
stated objectives. One of the com-
pany's goals should be to increase
the proportion of women in lead-
ership, promote gender equality
and women empowerment.
Eliminate bias in the hiring pro-
cess.

Companies' hiring and interview
processes should not pose an ad-
ditional hurdle. Too often, though,
they do. Implicit bias is often em-
bedded in job descriptions, inter-
view questions, interviewer atti-
tudes and more.

Avoiding Pay or Compensation
Discrimination and implement an
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HR manual that includes employ-
ee rights and disciplinary actions
for workforce un-fairness and dis-
crimination.

| have been so lucky to grow up
in a society that has been estab-
lished in a way that everybody can
work. The Government of Oman
has been empowering women in
all fields and jobs are not restrict-
ed to men only. | believe work-life
balance is the number one chal-
lenge for women in the workforce.
In some cases in other societies,
women are forced to stop work-
ing all together when they have a
family. To progress in their careers,
Woman have to be supported by
their husbands / families.

Despite progress in employment
gender equality, men continue to
substantially outnumber women
in terms of employment in the
Teleco industry. Many analysts
attribute the gender disparity in
technical fields to the fact that
women study science, technolo-
gy, engineering and mathemat-
ics at a lower rate than men do.
Some experts suggest that cultur-
al expectations also influence the
gender divide causing women to
feel pressured to pursue careers in
other industries.

Women often feel like societal
pressure and cultural norms work
against them while seeking em-
ployment and advancement in
tech careers. The following three
challenges still exist in many set-
tings, but women in Telcos can
overcome them as they pursue a
fulfilling and successful career.

Inequality & discrimination

Forbes 2016 Statistics indicate that
women working in Tech positions
report gender inequality at a high-
er rate than the overall average
among employed women. Net-
working opportunities and pro-
motions go to men in tech careers
at a higher rate than to women.
Employees in the work environ-

WOMEN IN TECH - HUDA AL HABSI, OMANTEL

ment often question whether a
woman has the ability to address
and resolve technical issues.
Gender discrimination, though il-
legal, still exists in the job market.
Interviewers often ask questions
about marital and parental status
to female applicants.

Women who experience discrimi-
nation and inequality in the work-
place should talk about the issue
openly and report it to their super-
visor. The company's responsibility
will, then, be to address the issue
properly. To prevent such situa-
tions from occurring again, busi-
ness owners need to educate their
personnel about gender discrimi-
nation and teach them how to rec-
ognize and deal with it.

Moreover, business owners and
managers who have a healthy at-
titude toward women in the work-
place should set an example for
the entire company by behaving
in ways that respect all workers
and treat everyone working in IT
fairly, regardless of gender. Such
behavior will also respectfully treat
all employees that become moth-
ers and make them feel comforta-
ble and secure while taking leave.
Similarly, employers need to adopt
flexible scheduling so working
mothers don't feel as though they
must neglect their responsibilities
to keep their job.

Not Fitting In

Women in male-dominated fields
such as IT often lack self-confi-
dence and suffer from feelings of
inferiority. In a workplace where
the great majority of employees
are male, women often feel as they
don't fit in. Some women due to
family obligations can also experi-
ence difficulty staying up-to-date
with the latest trends in technolo-
gy, leading to a skill gap that adds
to the challenges they face. Still,
women can do [T jobs just as well
as men can, as long as they make
an effort to develop and maintain
their proficiency in required skills.
Women can overcome the obsta-
cles they face while working in IT
by letting their performance speak
for them.

Lack of Support and Under-
standing

Female Tech employees often re-

port feeling as though they don't
have the full support of their cow-
orkers. They also feel a lack of sup-
port at home in cases where their
family members and friends still
embrace cultural biases regarding
women in the workforce. Attitudes
about the role of women at home
often prevent female tech workers
from achieving a healthy work-life
balance. Also, new mothers of-
ten cut short their paid maternity
leave because they feel as though
they will lose their job or promo-
tion because of their absence.
Companies need to recognize and
admit to the problem of gender in-
equality in their IT workforce. They
need to diligently transform their
corporate culture into one that re-
spects all employees, regardless of
gender.

Women can overcome gen-
der-based challenges in IT right
now by focusing on their skills
and staying current with industry
trends.

During the course of my career |
have worked in a male-dominated
atmosphere and | just haven't let it
be part of my thinking that there
wasn't a role or job | couldn't get. A
positive attitude and professional-
ism, along with a lot of hard work,
have helped me overcome any
struggles | have faced in these en-
vironments. | don't think it's a case
of overcoming masculinity, | think
it's learning how to live in harmony
in the workplace.

| believe women need successful
women leaders as role models to
inspire other women to achieve
and prosper. Identifying female
role models is critical in inspiring
young women to pursue a career
in technology or any other area.

| have worked for a lot of very intel-
ligent men, and believe you need
to learn from both men and wom-
en — that balance is important.
Being a manager, it's not all about
gender, it's about wanting to be
the best manager you can be and
the necessary skills required to
take your team to the next level. |
challenge myself every single day
to become better. It wasn't always
easy, but life isn't about easy, it's
about growing and challenging
yourself. | loved being constantly
challenged to become the best
version of myself.

Don't be afraid of taking a step
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down on the career ladder, be-
cause you can always go up and
learn something new on the way,
and always challenge yourself. The
goal is to evolve — | want to keep
growing and learning to make
sure I'm achieving the best | can
for my team. | admit I've jumped
a couple of times through my ca-
reer when | didn't know what | was
jumping into.

| have been fortunate enough not
to feel too much negative influ-
ence through being female in my
career and I'm lucky enough to be
working in an environment where
| can really say that excess mascu-
linity in the workplace is not an is-
sue for me.

If a woman wants a particular job
in a certain field, she needs to
know how to position herself to do
so, and often it means liaising with
the right mentors and having the
right conversations — it will not be
handed to you, you need to ask for
it. Last but not least, a positive atti-
tude, hard work and professional-
ism are the keys to success.

Women have much to contribute
to the workplace, and HR and tal-
ent management professionals
should take steps to ensure their
workplaces attract, retain, and
develop them and that key lead-
ers understand that doing so is a
strategic priority. Below are some
ways leaders can do this:

Offer flexibility

Offering flexibility is essential in
today's workplace, and not just for
women. Flexibility can be offered
at the micro level—allowing em-
ployees to work core hours (be-
tween 10:00 a.m. and 4:00 p.m., for
example), with remote and flexible
hours beyond that. It can also be
offered by the day, week, or month.

Offer family-friendly benefits

Working Mother's should be of-
fered paid maternity leaves. In
some countries, paid paternity
leaves is one of the most effec-
tive ways to demonstrate a com-
mitment to women and working
families. While paternity leave is

designed for men, it ultimately
benefits working mothers and
children. Implementing paternity
leave shows that an employer is
willing to go above and beyond to
promote equality and inclusion.

Develop an organizational cul-
ture that makes work-life bal-
ance not only an expectation,
but a reality.

It is not enough to have the poli-
cies in place to encourage flexi-
bility and work-life balance. They
mean nothing if the company's
culture stigmatizes those who
take advantage of them. In many
workplaces there is a real discon-
nect in the policies and practices
as articulated in the employee
handbook and in what employees
actually experience. One way to
address the gap is manager train-

ing.

Actively develop women as
leaders.

Creating ongoing opportunities to
develop women leaders through-
out their career cycle. From
emerging leaders to senior-level
management, consider learning

programs for all experience levels
in your organization. A strategy
has to be in place for developing
women in leadership roles. Adopt-
ing and implementing leadership
training will make your organiza-
tion competitive.

Just like men, women are moti-
vated by higher compensation
and the tangibility of being pro-
moted.

HUDA AL HABSI

Senior Advisor Technology at
OMANTEL

Huda is Senior Technology
Advisor at OMANTEL. She
brings more than 15 years
of experience in both IT and
Marketing in the telecom in-
dustry.

My experience was gained
with a key focus on building
and maintaining highly suc-
cessful business relationships
as well as contributing as a vi-
tal and dynamic team player.
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Google is investing $3.3B to build
clean data centers in Europe

oogle announced at the
G end of September that it

was investing €3 billion (ap-
proximately US$3.3 billion) to ex-
pand its data center presence in
Europe. What's more, the compa-
ny pledged the data centers would
be environmentally friendly.

This new investment is in addition
to the $7 billion the company has
invested since 2007 in the EU, but
this announcement was focused
on Google's commitment to buyj
ing data centers running
energy as much as th
ters themselves.

minister
tainable eco
in conjunction
future.

Of the €3 billion the company
plans to spend, it will invest €600
million to expand its presence in
Hamina, Finland, which he wrote
“serves as a model of sustainability
and energy efficiency for all of our
data centers." Further, the com-
pany already announced 18 new
renewable energy deals, which

Today I'm an
half of the me
will be here in
the launch of 10 ren
gy projects. These agree
spur the construction of mor
1 billion euros in new energy infra<
structure in the EU, ranging from
a new offshore wind project in Bel-
gium, to five solar energy projects
in Denmark, and two wind energy

projects in Sweden. In Finland, we
are committing to two new wind
energy projects that will more
than double our renewable ener-
gy capacity in the country, and en-
sure we continue to match almost
all of the electricity consumption
at our Finnish data center with
local carbon-free sources, even as
we grow our operations.

The co by

If infrastructure is the backbone of
a strong digital economy, people
are at its heart. The second way
we can help Europe harness its
opportunities is through invest-
ments to reskill the workforce for
the new digital economy.

The Nordics hav
strong leadershi
Finland is educat
its population o
ligence. But Al i
where more edu
ed—in the next 1
percent of all jobs
level of digital skills. That's why we
launched Grow with Google, a
global effort to provide free train-
ings designed to help people find
a job, advance their career or grow
their business. In Europe, we've al-
eady trained more than 5 million
le in digital skills, both onli
ical classroo

imp e
fast-changing job market.

To help even more people pre-

&

pare for future jobs, Google.org,
our philanthropy arm, is making
a grant worth $2 million to Nesta,
a foundation focused on innova-
tion. With this grant, Nesta will or-
ganize training partnerships with
trade unions in Finland, Sweden,
Denmark, the Netherlands and
Belgium.

At Google, we feel a deep respon-
sibility to ensure that everyone
can benefit from the opportuni-
ties that technology creates. That
applies not just to job training but
the development of responsible
innovation, as well. For example,
st year, we announced a set of Al
inles that guide our work and
f projects we'll pursue.

or one company,
ne. Today, I'll be
table with stake-
across the Nordic
osted by the Finnish
ent in our Google skills
o discuss how we can work
ether to advance these prior-

ities. We will also discuss the role
of smart regulation and global
frameworks to guide the devel-
opment of Al and other emerging
technologies.

ital-opportunities-

- https://techcrunch.com/2019/09/20/
oogle-is-investing-3-3b-to-build-clean-
data-centers-in-europe/
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Andrew Schaap is the CEO of
Aligned Energy

oncerns about rising av-
‘ erage temperatures and

sustainability have grown
beyond scientists and society
at large to become top-of-mind
among the largest global busi-
nesses, many of whom continue
to pursue their own environmen-
tal initiatives with respect to en-
ergy management, water stew-
ardship, and climate protection.
The CDP, formerly the Carbon
Disclosure Project, has built the
most comprehensive collection of
self-reported environmental data
available in the world, which en-
ables companies, cities, states and
regions to measure their environ-
mental impact, manage risk and
identify opportunities. Last year,

the CDP queried organizations to
calculate how a warming planet
might affect them financially.

Asreported in The New York Times,

INDUSTRY ARTICLE - A SUSTAINABLE DATACENTER

after analyzing submissions from
hundreds of the world's largest
corporations, the CDP determined
that some companies could po-
tentially face as much as $1 trillion
in costs in the coming decades un-
less they implemented measures
to prepare for climate change.
Moreover, by the companies’ own
estimates, the majority of these
financial liabilities could start to
materialize in the next five years.
Businesses across a number of in-
dustry sectors have also expressed
worries that extreme weather
events could disrupt their sup-
ply chains, which for large cloud,
content and platform providers
could become a challenge when
looking to expand into existing or
new markets. Among hyperscal-

ers, Google's parent company, Al-
phabet, Inc, has acknowledged

that rising temperatures could
increase the cost of cooling of its
data centers, which two years ago
began running on 100 percent re-
newable electricity. All of Apple's
data centers have been powered
by 100 percent renewable energy
since 2014. And both Amazon Web
Services and Microsoft reached or
exceeded 50 percent renewable
energy for its global infrastruc-
ture in 2018, and have made long-
term commitments to ultimately
achieve 100 percent.

Given the digital transformation
of business and the increasing
proliferation of next-generation
technologies such as Artificial In-

telligence, Machine Learning, and
smart city applications, it's unreal-
istic for us to expect to reduce the
amount of data these technolo-
gies will generate, or our increas-
ing dependence on them as hu-
manity embarks upon the Fourth
Industrial Revolution. IDC predicts
that the world's data will surge 61
percent from 33 zettabytes (ZB)
last year to a 175 ZB by 2025. And
in two years, Cisco forecasts, hy-
perscale data centers will account
for 55 percent of all data center
traffic, 65 percent of data stored
in data centers, and 69 percent of
all data center processing power.
As we know, it takes a tremendous
amount of energy and often co-
pious amounts of water to power
and cool any data center. In fact,
data centers contribute to indus-
try's consumption of 45 percent of
all available clean water, which is
especially a problem in developed
countries. Faced with these chal-
lenges, hyperscalers, cloud and
software as a service (SaaS) pro-
viders would likely benefit from
an adaptive and intelligent data
center platform. Such an adaptive
data center is focused on helping
companies achieve greater busi-
ness value with less costly energy,
water usage, and infrastructure
resources, especially in high den-
sity, high performance computing
environments. An essential ele-
ment of an adaptive data center
is cooling technology that deliv-
ers energy efficiency at any load,
in any climate, and regardless of
location to support firms' sustain-
ability goals. In addition to reduc-
ing resource usage, this mitigates
environmental impact and lowers
the Total Cost of Ownership (TCO).
Once again, as our homes, build-
ings, workplaces, streets, cars and
communities become ever more
interconnected, we cannot reduce
the amount of data the wondrous
technologies driving the Fourth
Industrial Revolution will gener-
ate. However, we can develop data
center infrastructure that is equal-
ly responsible to the needs of hu-
manity and those of our planet.

https://mww.datacenterdynamics.
com/opinions/adaptive-data-center-will-be-
come-essential-sustainable-planet/

Source:
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STC wins Best Middle Eastern Wholesale
Carrier award in the prestigious Capacity

Europe 2019 conference

STC represented by Wholesale Business Unit
won the “Best Middle Eastern Wholesale
Carrier” award 2019. The winners of the 2019
GClobal Carrier Awards announced on October
30, 2019, in London at the “Capacity Europe
2019” conference, attended by 2500+, 650+
global ICT companies and 90+ countries. The
ceremony for the 15th annual Global Carrier
Awards attended by 400 top executives of

the wider wholesale community celebrating
the industry’s biggest achievements over the
last 12 months.

The Capacity Europe award is affirmation of
STC leading role regionally and recognition
as a key global player. STC is at the forefront
of digital transformation wave, where Whole-
sale provides products nationally, regionally

ANUNN

Asgeuwll Sl

ith its headquarter
in Riyadh, Saudi Tel-
ecom Group is the

largest in the Middle East and
North Africa based on mar-
ket cap. STC's revenue for 2017
amounted to 50,747 million SAR
(13,533 million US dollars) and
the net profit for 2017 amount-
ed to 10,133 million SAR (2,702
million US dollars). STC was es-

e

{

tablished in 1998
and currently
counts about
100 million cus-
tomers  world-
wide. It focuses
on providing
services to cus-
tomers through
a fiber-optic net-
work that spans
158,000 kilometers across Asia,
the Middle East and Europe. In
Saudi Arabia (the group’s main
operation site) STC operates the
largest modern mobile network
in the Middle East as it covers
more than 99% of the country’s
populated areas in addition to
providing 4G mobile broad-
band to about 85% of the pop-
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and globally through its ex-
tensive national and inter-
national infrastructure, in-
terconnecting customers
to next generation services
and content. STC's strategic
position in the region linking
all neighboring countries
with one another and with
the rest of the world effi-
ciently and reliably enabled
through its data centers, ter-
restrial and global optical fi-
ber networks which are con-
sidered the largest and most
modern in the region.

ulation across the Kingdom of
Saudi Arabia. Besides its main
operation in Saudi Arabia, STC's
investments include 100% own-
ership in Viva Bahrain, 51.8%
stake in Viva Kuwait, 35% stake
in Oger Telecom Limited in UAE
which controls Turk Telecom,
Avea in Turkey, Cell-C in South
Africa, 25% stake in Binariang
GSM Holding in Malaysia which
controls Maxis in Malaysia. In ad-
dition to the above-mentioned,
STC has a wide range of under-
lying investments in informa-
tion technology, content, distri-
bution, contact centers and real
estate, all of which support its
telecom operations across the
Middle East.
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G technology is more ad-

vanced than its predeces-

sors, but you cannot state

the same thing when it
comes to security.

Hackers will continue to take ad-
vantage of critical vulnerabilities in
signalling protocols like Diameter
and SS7 to perform criminal ac-
tions including tracking subscrib-
ers’ locations, committing fraud,
stealing personal data and execut-
ing denial of service attacks. Even
during operators' transition from
4G to 5C networks.

Operators must minimise the
impact of such attacks on their
reputation and at the same time
safeguard their bottom lines. But
eager signalling security pro-
fessionals are hard to come by.
Advanced security solutions are
therefore required, such as big da-
ta-driven portals with rich analyt-
ics, signalling firewalls, and mon-
itoring capabilities for real-time
detection of anomalous activities.

Sparkle is a leading global oper-
ator, with direct presence in 33
countries and an unparalleled ex-

perience and know-how in a mul-
tiplicity of diverse markets. With
its IP&Data, Cloud & Data Cen-
ter, Corporate, Mobile and Voice
Platforms, Sparkle actively takes
part in the development of world-
wide communications, providing
a global connectivity solution to
Fixed and Mobile Carriers, ISPs,
OTTs, Media & Content Players,
Application Service Providers and
Multinational Corporations.

Sparkle exploited the opportunity
to integrate specific security VAS
in connectivity services for Mobile
Operators who can benefit from
next generation security in terms
of maintaining customer trust, en-
suring regulatory compliance, and
delivering time and cost savings.

Sparkle launched the Signalling
Protection Suite; by combining
Sparkle's innovative connectivity
and roaming services, with an in-
trusion detection system for Tele-
com operators, it protects opera-
tors against revenue loss, enabling
them to concentrate on their core
business, and provide their cus-
tomers with a fully secure service.

On top of that, professional ser-
vices as Vulnerability assessments
can be performed. Sparkle's em-
bedded Signalling Firewall, for
both SS7 & Diameter, completes
the picture with a state-of-the-art
platform that enables blocking of
suspicious traffic. This way an op-
erator can establish a proper secu-
rity lifecycle iteration process.

Signalling protocol SS7 saw its
birth around the seventies, when
we could still speak of a closed
trusted ecosystem of limited par-
ties. At that time security was not
an issue at all. Things started to
change with the rise of the mul-
tiple interconnections between
operators, with the objective of
guaranteeing roaming function-
ality to its end-users. By 2000
also the CAMEL protocol came in
sight (mostly for handling prepaid
roaming), and some later IP-relat-
ed SIGTRAN as well, which is used
to encapsulate SS7 over IPX access
ports. And not only mobile oper-
ators are mutually connected, but
also e.g. VAS providers or aggrega-
tors in the messaging business.

Diameter, the Signalling protocol

GCCM Magazine - November 2019



@ INDUSTRY ARTICLE - NEXT GENERATION NETWORKS
&

for 4G mobile networks (LTE), was
developed as an evolution of the
authentication protocol RADIUS.
This is not the ideal way of han-
dling mobility either, given that
RADIUS bears its origin in fixed
telco networks. The upshot is that
Diameter can be even more vul-
nerable than SS7. And let's not
forget that Diameter signalling
messages are often converted to
SS7 in order to enable interwork-
ing between different networks
standards. Cross-protocol analysis
is thus important.

Hackers

So what can hackers do? First
of all, it is easy to find numerous
manuals on the darkweb, where
they observe sets of instructions
on how to perform attacks on, for
instance, SS7 networks. Malefac-
tors can point at stealing opera-
tors' data, tracking subscribers’
locations, committing fraud, and
executing denial of service attacks.

SPARKLE

AMUIRIGATION PLATFORM

Needless to say that attacks have
become more sophisticated over
time, as the risk awareness of the
industry is gradually increasing.
Nonetheless, there are a number
of recent cases where operators
suffered the significant conse-
guences of one or more attacks.
An outage of only three hours
which happened to a Norwegian
network in 2017 caused serious fi-
nancial loss.

And not only operators are at risk,
but any company in the value
chain of a service can be affect-
ed. Many banks are making use
of two-factor authentication pro-
cesses with One Time Passwords
(OTP) by SMS. In Germany an op-
erator that was struck by personal
data theft for banking purposes
saw a 7% decrease on the stock ex-
change market in just one day.

5G

AANd what about 5G networks?
The market expects networks to

become increasingly more secure
over time. On the one hand, indus-
try organs as the GSMA have put
lots of attention on the operators
over the last years, providing bind-
iNg security requirements in some
cases and non-binding guide-
lines in others. On the other hand
though, the fact that 5G networks
have a different nature than its ‘el-
der brothers’ will make other kind
of challenges come around and,
therefore, attention to network
security will progressively increase
once 5GC networks will become
more popular and capillary.

5G networks are all-IP, virtualized
and software defined, and not the
typical networks we were used to
in the past. They are merely form-
ing a pure IT cloud infrastructure.
The Signalling protocols that will
be used in 5G networks (HTTPs/
TLS based) are those commonly
used in Internet technologies and
web applications. Hence we are
shifting from network security to-
wards IT-cybersecurity, with new
related threats.




AUDIT

Understand

your ever
changing
network risks

MONITOR

Real time
monitoring on
live traffic to
allow
detection and
mitigation

With 5G networks the Internet of
Things (loT) will see its real take-
up in the coming years. All kinds
of devices will be connected to
5G networks, and often those de-
vices will be part of an industry or
an organization that is critical for
a country. Devices that may even
be residing in other networks, act-
ing as (nearly) permanent roam-
ers. Not human this time, but in a

M2M (machine to machine) logic.
Hence the increasing importance
of taking care of security.

GCenerally speaking, preventing a
network completely from intru-
sion will be hardly possible. You
can easily define this as an illu-
sion. It's all about (early) detection,
and prompt mitigation afterwards
through tuning and blocking sus-
picious traffic. Thus, detection of
proper attacks in your network in

INDUSTRY ARTICLE - SPARKLE

real time is key. At the same time,
regular vulnerability assessments
are important to remain constant-
ly aware of potential vulnerabili-
ties. Operators should refrain from
“only acting when it's too late”.

During last years, Sparkle has been
constantly increasing the focus on
security aspectsin its platform and
offer. For more information on the
Signalling Protection Suite for mo-
bileconnectivity, pleasevisit https:/
www.tisparkle.com/our-platform/
mobile-platform/sparkle-signal-
ling-protection-suite#tcatalogue

Melvin is senior product man-
ager in the Marketing division,
dealing with the development
and go-to-market of whole-
sale services for Mobile Opera-
tors worldwide, that vary from
pure connectivity to disruptive
solutions as Big Data report-
ing tools and security/protec-
tion services.

Prior to joining Sparkle, he
worked for TIM Group from
1998 to 2009 gaining a deep
experience in mobile value
added services for retail mar-
kets in Italy and abroad. He
was appointed in several mar-
keting roles as innovation spe-
cialist, product manager and
customer base analyst.

He started his career as an
ICT consultant at KPN in The
Netherlands.

Melvin holds an MSc in Econo-
metrics & Operations Research
from the University of Gronin-
gen (The Netherlands).
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Providing a foundation for
innovation and transformation in
Oman and across the globe

+50 countries connected

+1 00 interconnects globally
+1 billion voice Minutes
+2 0 subsea Cable Investments
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AELP DURSELVED BY RELPING OUR GUSTOMERS

Acmetel, a business partner for all your telecom needs

Wholesale Voice termination accross the globe
Fraud Management System catered specifically to customer needs

Leading A2P SMS provider in EMEA region for Top OTTs and
continuously growing to rest of world

SMS Firewall by offering network audits detecting areas to monetize
revenue with 360° coverage (MO/MT)

Bespoke financial models catered to your needs

AcmeTel USALLC

17W695C Butterfield Road,Oakbrook Terrace, IL 60181
T +1(312) 428-5515 E info@acmetel.com

www.acmetel.com
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IF YOU ARE LOOKING FOR INCREASED MARKET PENETRATION, CONSIDER ADVERTISING

IN PRINT. SHOWCASE AND HIGHLIGHT YOUR BRAND IN GCC! NE AND REACH
TARGETED TELCO AUDIENCE.
= 9 PRINTED EDITIONS PER YEAR
= TELCO TARGETED AUDIENCE
= ONLINE VERSION AVAILABLE
X 3X X6

(PRICE PER ONE EDITION] | (PRICE PER ONE EDITION) | (PRICE PER ONE EDITION)

FULL PAGE SPREAD | ] 3 500,00 € 332500 € 2 975,00 €
| COVER PAGE WITH PHOTO 250000< 237500€ 212500 €
IV COVER PAGE 2200,00€ 2 090,00 € 1870,00 €
Il COVER PAGE 200000 € 1200,00 € 1700,00 €
Ill COVER PAGE 1800,00 € 1710,00 € 1530,00 €
FULL PAGE 1500,00 € 1425,00 € 1275,00 €
1/2 PAGE 800,00 € 760,00 € 680,00 €
sl 500,00 € 475,00 € 425,00 €

(FOR SPECIAL ARTICLE)

*DISCOUNTS AVAILABLE FOR MORE THAN OME A4 PAGE

FOR INFORMATIOMN ON ADVERTISING RATES AND PACKAGES PLEASE EMAIL
INFO@CARRIERCOMMUMNITY.COM AND WE WILL GET BACK TO YOU SHORTLY.
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NORABCARRIERCOMMUNITY.COM
T:+49 (0) 30922 75 441
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C.DALLABONTA@CARRIERCOMMUNITY.COM
T:+49 (0) 30 922 75 441
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ODINE Paa$S

Odine Wholesale Voice Platform is an innovative service offering combining
"ODINE" our suite of "Intelligent Wholesale Voice Business Management
Applications", and Telco-grade Session Border Controllers, empowering
Operator and Carriers to manage and operate their wholesale voice
interconnect business more efficiently & profitably.

No CAPEX 24/7 Support & Service

Zero hardware, software or licensing 15+ years of carrier network know-how.
costs. No colocation, bandwidth costs and Switching Networking & Security experts.
commitment.

On-demand Capacity Solution Evolution

Expand your switching capacity with no Continual solution, development, evolution
limits. Scale capacity up and down as and enhancements.

needed.

www.odinesolutions.com | info
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